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| Executive Summary

Infrastructure as Code has transformed how organizations deploy systems. Terraform, Ansible, CloudFormation, and
Pulumi let teams version-control their infrastructure with the same rigor they apply to application source. But that same shift
moved a substantial share of operational security risk upstream — into declarative configuration files that traditional security
tooling was never designed to evaluate.

Cloud Security Posture Management (CSPM) tools scan running cloud accounts. Static Application Security Testing (SAST)
tools scan application source. Neither is built for the in-between layer where the vast majority of cloud misconfigurations are
born: the l1aC repository, days or weeks before any resource is provisioned.

This white paper examines that gap and the practical engineering response to it. It covers:

¢ Why CSPM and SAST coverage models leave a structural blind spot in the laC layer

* Arepeatable framework for mapping playbook tasks and Terraform resources to NIST 800-53, CIS, HIPAA, PCI-DSS,
and SOC 2 controls

« Patterns for integrating laC security gates into GitHub Actions, GitLab CI, Azure Pipelines, and Jenkins

* Remediation snippets for the most common laC security findings, ready to copy into your codebase

« Industry data on the cost of misconfigured deployments and the measurable risk reduction from shift-left tooling

The conclusion is operational, not abstract: organizations that scan laC at commit time catch 5-10x more critical
misconfigurations than those relying on runtime scanning alone, and they remediate them at a fraction of the cost.

| 1. The laC Security Gap

1.1 What CSPM tools see — and what they miss

CSPM platforms continuously audit cloud accounts against a benchmark — typically the CIS AWS Foundations
Benchmark, CIS Azure Foundations, or vendor-specific best-practice rulesets. They are excellent at telling you that your
currently provisioned S3 bucket is missing default encryption, that your security group permits 0.0.0.0/0 on TCP/22, or that
an |IAM user has not rotated their access key in 180 days.

Their fundamental limitation is structural: CSPM tools only see what has already been deployed. A misconfiguration
introduced in a Terraform pull request becomes a CSPM finding only after it is merged, applied to production, and
discovered by the next scheduled scan — typically hours to days later. By that point, the misconfiguration has already
produced a window of exposure.

Worse, many high-impact misconfigurations are invisible to runtime CSPM altogether. Examples include:

« Conditional resources not yet instantiated. A Terraform module that conditionally creates a public-facing S3 bucket
when var.environment == "dev" will not appear in production CSPM until the dev environment is deployed — but
the misconfiguration lives in the repository regardless.

« Stale code paths. An Ansible playbook that opens port 3306 to the world for a "test database" task is a real risk in the
codebase even if no one has run it in months.

¢ Lateral-movement enablers. An IAM policy in CloudFormation that grants iam:PassRole to a Lambda may be
syntactically valid and pass CSPM checks on the deployed resource, while creating a privilege-escalation path that
only manifests when the Lambda is invoked under specific conditions.

1.2 What SAST tools see — and what they miss

SAST tools were designed for application source code. Their detection engines reason about variables, function calls, and
data flow — concepts that map poorly to declarative 1aC, where the "control flow" is the orchestration order chosen by
Terraform's graph engine or Ansible's task list, not by the syntactic order of the file.

Most SAST vendors have added laC-aware rule packs in recent product cycles. The coverage is improving, but consistent
industry-survey data continues to show that general-purpose SAST tools detect a small minority of laC-specific
misconfigurations — particularly those that span multiple resources or rely on cross-module references.

The reason is architectural: SAST tools optimize for finding bugs in the language of the code, not violations of
cloud-platform security policy. A Terraform aws_s3 bucket_public_access_block resource missing the

block public acls = true argumentis nota bugin HCL —itis a policy violation in the AWS data plane. Detecting it
requires domain-specific rules, a model of cloud platform semantics, and the ability to reason across files and modules.

1.3 The practical gap, quantified

In customer-environment audits conducted by ArcScan during 2025, deployments that relied on CSPM or general-purpose
SAST coverage alone consistently surfaced only a fraction of the misconfigurations present in the 1aC layer. Across a
typical mid-market AWS deployment (50-200 laC modules, 1,000-5,000 cloud resources), we observe the following
pattern:



Detection layer Critical misconfigurations caught Median time to first detection

Application SAST (general-purpose, no laC pack) = 5-15% At commit time, but most laC issues missed
SAST with 1aC plugin (heuristic) 25-40% At commit time

CSPM (continuous runtime audit) 60-80% (of deployed resources only)  Hours to days post-deploy

laC-native security analysis (shift-left) 85-95%+ At commit | pre-merge

The arithmetic is not subtle. A team relying solely on CSPM is by definition operating with a window of exposure measured
in hours-to-days for every change, and is missing entire categories of issues that never become runtime findings.

| 2. Framework Mapping at Scale

The second structural problem with relying on CSPM or SAST alone is compliance evidence. Auditors increasingly want
to see that an organization detected a misconfiguration before it reached production, that the detection was traceable to a
specific control, and that remediation occurred within a documented window.

Mapping a finding like "S3 bucket has no default encryption configured” to the corresponding NIST 800-53, CIS, HIPAA,
PCI-DSS, and SOC 2 controls is not optional for regulated organizations. It is the audit deliverable.

2.1 The mapping problem

A single misconfigured Terraform resource can map to multiple compliance controls across multiple frameworks. Consider
the example:

resource "aws_s3 bucket" "customer exports" {

bucket = "customer-exports"

# No aws_s3 bucket server side encryption configuration attached
# No aws_s3 bucket public access block attached

}

The relevant controls — at minimum — include:

NIST 800-53 Rev. 5 SC-13 (Cryptographic Protection), SC-28 (Protection of Information at Rest)
CIS AWS Foundations 1.5.0 2.1.1 (Ensure all S3 buckets employ encryption-at-rest)

HIPAA Security Rule §164.312(a)(2)(iv) (Encryption and Decryption)

PCI-DSS v4.0 3.5.1 (Render PAN unreadable wherever stored)

SOC 2 (Trust Services Criteria) CC6.1 (Logical and physical access controls)

A single finding requires five distinct framework references in the audit evidence, plus a remediation plan and verification
timestamp. Across an enterprise with hundreds of weekly 1aC changes, manual mapping is not viable.

2.2 The automated approach

The pattern that scales is to ship the mapping as structured metadata on every detection rule. Each rule the analyzer
fires carries the framework references in its definition, so the finding emitted to the developer (or audit system) already
contains the compliance trace:

{
"id": "TF-S3-001",
"title": "S3 bucket missing default encryption",
"resource type": "aws s3 bucket",
"severity": "high",
"frameworks": {
"nist 800 _53": ["SC-13", "SC-28"],
"cis_aws": ["2.1.1"],
"hipaa": ["164.312(a) (2) (iv)"],
"pci_dss": ["3.5.1"],
"soc2": ["CC6.1"]
+
"remediation": {
"terraform": "Attach an aws_s3 bucket server side encryption_configuration resource referencing this bucket. See §4.2 of thi:
"playbook_hint": "amazon.aws.s3 bucket: encryption=\"AES256\""
}
}

This structure delivers three operational benefits:
1. The developer fixing the finding sees the controls they're satisfying. Compliance becomes an artifact of the
workflow, not a separate audit project.
2. Audit evidence assembly is automated. A monthly export from the l1aC scanner produces the control-by-control
evidence pack the auditor requested, with timestamps proving when each finding was detected and resolved.
3. The mapping evolves with the frameworks. When NIST 800-53 publishes a new revision, the rule pack is updated
centrally and every historical finding is reinterpreted under the new controls without re-running scans.

2.3 What a complete mapping covers

For most regulated industries, a complete laC mapping addresses these framework families:



¢ NIST 800-53 (federal, FedRAMP, NIST CSF mappings)

* NIST 800-171 (CUI handling for federal contractors, CMMC alignment)

¢ CIS Benchmarks (AWS, Azure, GCP, Kubernetes, Docker — the operational standard)

* HIPAA Security Rule (healthcare PHI handling)

¢ PCI-DSS v4.0 (payment card data)

e SOC 2 Trust Services Criteria (CC, A, C, P, PI categories)

e HITRUST CSF (healthcare expansion of NIST + ISO + COBIT)

¢ 1SO 27001 Annex A (international information security)

« Industry-specific rule packs — NCUA (credit unions), FFIEC (banking), NERC CIP (utilities), DFARS / NIST 800-171
(defense)

Arobust laC scanner ships these as versioned rule packs and lets teams enable just the frameworks their compliance
program requires.

| 3. CI/ICD Integration Patterns

The single most important deployment decision for an laC security program is where in the pipeline the scan runs. The
analyzer is only as effective as the workflow it gates.

3.1 The four-stage gate model

Mature laC security programs run analysis at four distinct stages, each with a different remediation expectation:

1. Pre-commit (local) git commit (developer machine) Critical and high findings Fix before commit
2. Pull-request gate PR opened or updated Any new high+ finding introduced by the diff Fix before merge
3. Pre-deploy (release) Release branch / tag / merge to main Any critical finding Fix before deploy
4. Drift | continuous Scheduled (hourly/daily) Reportable, not blocking Triage within 24h

The first two stages catch issues at the cheapest possible point — before they enter the long-lived branches and the
production change-window. Stages three and four protect against issues introduced via merge conflicts, manual edits, or
out-of-band changes.

3.2 GitHub Actions

The canonical pull-request gate in GitHub Actions:

name: IaC Security
on:
pull_request:
paths:
- '**.tf'
- R yml!
VRk yaml!
- 'playbooks/**"
- 'roles/**!

jobs:
scan:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- name: Run ArcScan
uses: arcusautomate/arcscan-action@vl
with:
severity-threshold: high
fail-on-finding: true
framework-pack: 'nist-800-53,cis-aws,hipaa’
output-format: sarif
output-file: arcscan.sarif
name: Upload SARIF
if: always()
uses: github/codeql-action/upload-sarif@v3
with:
sarif file: arcscan.sarif

SARIF output is the industry-standard finding format and gives developers inline annotations on the PR diff. GitHub renders
it as code review comments, so security findings sit alongside the code reviewer's feedback.

3.3 GitLab CI

iac-security:
stage: test
image: arcusautomate/arcscan:latest
script:
- arcscan scan
--severity-threshold high
--fail-on-finding



--framework-pack "nist-800-53,cis-aws,pci-dss"
--output-format gitlab-codeclimate
--output-file gl-code-quality-report.json
artifacts:
reports:
codequality: gl-code-quality-report.json
rules:
- changes:
- "**/*.tf“
- "**/*.yml"
- "playbooks/**/*"

The Code Climate report format renders findings inline on GitLab merge requests, with the same UX as the built-in SAST
and dependency scanners.

3.4 Azure Pipelines

- task: PublishCodeAnalysisLogs@l
displayName: 'IaC Security Scan'
inputs:
pathSARIF: '$(Build.SourcesDirectory)/arcscan.sarif'

- script: |
docker run --rm -v $(pwd):/src arcusautomate/arcscan:latest \
scan --severity-threshold high \
--output-format sarif \
--output-file arcscan.sarif
displayName: 'Run ArcScan'

3.5 Jenkins

stage('IaC Security') {
agent {
docker { image 'arcusautomate/arcscan:latest' }
}
steps {
sh 'arcscan scan --severity-threshold high --output-format json --output-file arcscan.json'
}
post {
always {
recordIssues tools: [sarif(pattern: 'arcscan.sarif')]
archiveArtifacts artifacts: 'arcscan.json'

}

3.6 The gating policy that actually works

A common failure mode is gating policies that are too strict and cause developers to bypass the scanner. The pattern that
survives contact with engineering teams:

¢ Block on new critical and high findings introduced by the current diff
¢ Warn on existing critical and high findings the diff does not introduce
¢ Report on medium and low findings to the security team's dashboard, never the developer

This way developers are responsible for what they ship — not for the historical state of the codebase. The security team
owns historical-debt remediation as a separate workstream with its own SLAs.

| 4. Remediation Playbooks

This section provides production-ready Terraform and Ansible snippets for the most common laC security findings. Each
snippet is annotated with the framework controls it addresses.

4.1 IAM: enforce MFA for console users

Finding: IAM user has console access enabled without an MFA device. Frameworks: NIST 800-53 IA-2(1), CIS AWS 1.10,
PCI-DSS 8.4.2, SOC 2 CC6.1.

Terraform — quarantine policy that denies most actions until MFA is bound:

data "aws_iam policy document" "require mfa" {
statement {

sid = "AllowSelfManageMFAWithoutMFA"
effect = "Allow"
actions = ["iam:CreateVirtualMFADevice", "iam:EnableMFADevice", "iam:GetUser", "iam:ListMFADevices"]
resources = ["arn:aws:iam::*:user/$${aws:username}", "arn:aws:iam::*:mfa/$${aws:username}"]
}
statement {
sid = "DenyEverythingElseUntilMFA"
effect = "Deny"
not_actions = ["iam:CreateVirtualMFADevice", "iam:EnableMFADevice", "iam:GetUser", "iam:ListMFADevices", "iam:ChangePassword'

resources = ["*"]



condition {

test = "BoolIfExists"
variable = "aws:MultiFactorAuthPresent"
values = ["false"]

}

}

4.2 S3: encryption at rest and public-access block

Finding: S3 bucket lacks default encryption and/or public-access block. Frameworks: NIST 800-53 SC-13/SC-28, CIS
AWS 2.1.1/2.1.5, HIPAA §164.312(a)(2)(iv), PCI-DSS 3.5.1.

resource "aws_s3 bucket server side encryption configuration" "this" {
bucket = aws_s3_bucket.this.id
rule {
apply server side encryption by default {
sse algorithm = "AES256"

}
bucket key enabled = true
}
}
resource "aws_s3 bucket public access block" "this" {
bucket = aws_s3_bucket.this.id
block public_acls = true
block public policy = true
ignore_public_acls = true
restrict_public buckets = true

}

4.3 Security groups: revoke world-open ingress

Finding: Security group permits 0.0.0.0/0 ingress on a sensitive port (22, 3389, 3306, 5432, 1433). Frameworks: NIST
800-53 SC-7, CISAWS 5.2, PCI-DSS 1.2.1.

Ansible:

- name: Replace world-open SSH with org-CIDR allowlist
amazon.aws.ec2 security group:
name: "{{ sg name }}"
description: "{{ sg_description }}"
vpc_id: "{{ vpc_id }}"
rules:
- proto: tcp
from _port: 22
to_port: 22
cidr_ip: "{{ org_cidr blocks }}"
rule desc: "SSH from corporate networks only"
purge rules: true
state: present

4.4 RDS: encryption, deletion protection, backups

Finding: RDS instance is unencrypted, lacks deletion protection, or has zero backup retention. Frameworks: NIST 800-53
SC-28/CP-9, CIS AWS 2.3.1, HIPAA §164.312(a)(2)(iv) + §164.308(a)(7), PCI-DSS 3.5.1 + 9.5.

resource "aws db instance" "this" {

# ... existing args ...

storage_encrypted = true

kms_key id = aws_kms_key.rds.arn
deletion_protection = true
backup_retention_period =14
copy_tags_to_snapshot = true

iam_database authentication enabled = true
publicly accessible = false

multi az = true

}

4.5 Ansible: avoid become_user: root with password auth

Finding: Playbook task uses become user: root with become method: su and a password from a vars file.
Frameworks: NIST 800-53 AC-6 / IA-5, CIS controls 5.4/ 6.1.

Replace with key-based authentication and become_method: sudo :

- name: Apply baseline configuration
hosts: all
become: true
become _method: sudo
tasks:
- name: Ensure sshd is configured per org policy
ansible.builtin.template:
src: sshd _config.j2



dest: /etc/ssh/sshd_config

owner: root

group: root

mode: '0600'

validate: '/usr/sbin/sshd -t -f %s'
notify: restart sshd

4.6 Twenty-five most common findings — a representative sample

The full remediation library covers 100+ findings across AWS, Azure, GCP, Kubernetes, and on-prem Linux/Windows. The
most frequently encountered subset:

[

S3 bucket missing default encryption

S3 bucket missing public-access block

Security group with 0.0.0.0/0 ingress on TCP/22 or 3389
IAM user with AdministratorAccess attached
IAM user without MFA

IAM access key older than 90 days

RDS instance not encrypted at rest

RDS instance with publicly accessible = true
RDS instance with zero backup retention

CloudTrail not enabled in all regions

. CloudTrail without log file validation

12. S8 bucket policy allows s3:* to * principal

13. KMS key without rotation enabled

14. EBS volume not encrypted

15. ELB without HTTPS listener

16. Lambda function with * IAM resource permissions
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17. EKS cluster public endpoint with no IP allowlist

18. Azure storage account with public network access

19. Azure SQL DB without transparent data encryption

20. GCP bucket with public IAM binding

21. Ansible task with validate certs: no against an HTTPS endpoint
22. Ansible task downloading from HTTP rather than HTTPS

23. Hardcoded secrets in Terraform or Ansible vars

24. Terraform aws_iam_policy with Action = "*" and Resource = "*"
25. Kubernetes Pod with securityContext.privileged = true

Each finding ships with a remediation snippet, framework mappings, and a one-line summary suitable for inclusion in pull-
request review comments.

| 5. ROI and Risk Reduction Metrics

5.1 The cost of a misconfigured deployment
Industry data on the cost of cloud misconfigurations is consistent across multiple sources:

« The IBM/Ponemon Cost of a Data Breach Report (2024) placed the average global cost of a data breach at $4.88M,
with breaches attributable to cloud misconfiguration averaging higher due to typically larger affected record counts.

¢ Verizon's Data Breach Investigations Report consistently identifies misconfiguration as one of the top three vectors

for confirmed data breaches in cloud environments, representing a meaningful share of the breach population each

year.

Internal industry surveys (Gartner, Forrester, ESG) have consistently estimated that the median time-to-detect a

cloud misconfiguration via runtime CSPM is on the order of multiple days, while time-to-detect at laC commit time is

effectively zero — the finding is produced before the misconfiguration is provisioned.

5.2 The shift-left ROI calculation

A representative calculation for a mid-market enterprise (1,000 employees, ~50 cloud accounts, ~500 laC repositories):

N

Annual laC changes producing critical findings ~120

Findings caught by runtime CSPM only (no shift-left) ~80 (67%)

Findings caught by shift-left laC scanning ~115 (96%)

Median time-to-detect (CSPM) 24-72 hours post-deploy

Median time-to-detect (shift-left) <5 minutes (at commit)

Median time-to-fix when caught at commit 15-30 minutes

Median time-to-fix when caught in production 4-24 hours (change-mgmt window)
Estimated cost per critical-finding-window-hour $50-500 (regulated industries higher)

Even applying conservative numbers — 35 additional findings caught per year, averaging 24 hours of avoided exposure
each, at $100/hour of risk-adjusted cost — the annual exposure reduction is in the $80,000-$400,000+ range for a single
mid-market enterprise. For regulated industries (healthcare, finance, federal contractors), the upper bound is materially
higher because the per-incident cost includes regulatory penalties and audit remediation.



5.3 Mean-time-to-remediation (MTTR) reduction

The most defensible operational metric is MTTR reduction. Customers who deploy an laC security program with the four-
stage gate model described in §3 typically observe:
* Pre-deployment MTTR: drops from days/weeks to 15-30 minutes for findings caught at PR gate

* Post-deployment MTTR (residual): drops from days to 2-6 hours because remediation runbooks are already written
into the rule pack

« Audit-cycle preparation time: drops from weeks to hours, because evidence is automatically assembled from
scanner output

These are not abstract benefits. They show up in security-team capacity (more incidents handled per FTE), in compliance
team capacity (audits prepared in days, not weeks), and in engineering velocity (developers ship without security-team
review queues blocking).

| 6. Conclusion

The laC security gap is a real and growing exposure for any organization that has adopted Terraform, Ansible,
CloudFormation, or Pulumi at scale. CSPM and SAST tools — both excellent at their primary missions — leave a structural
gap where the majority of cloud misconfigurations are introduced before they ever become deployed resources.
Closing that gap requires:

1. An laC-native scanner that understands the semantics of Terraform, Ansible, and the cloud platforms they target.

2. Framework-aware rule packs that produce audit-ready evidence at the moment of detection.

3. CIICD integration at four distinct gating stages — local pre-commit, PR review, pre-deploy, and continuous drift.

4. A remediation library developers can pull from directly, without context-switching to compliance or security teams.

5. Operational metrics — MTTR, finding-coverage rate, audit-cycle prep time — that prove the program is working.

ArcScan was built for this gap. We scan Ansible playbooks, Terraform modules, CloudFormation templates, Kubernetes
manifests, and live cloud accounts in a single platform. We ship versioned framework rule packs spanning NIST, CIS,
HIPAA, PCI-DSS, SOC 2, HITRUST, NCUA, FFIEC, and DFARS. We integrate with every major CI/CD platform via SARIF,
Code Climate, and JSON output. And we ship a remediation library covering 100+ findings across the most common cloud-
platform misconfigurations.

For organizations evaluating their laC security posture, the question is no longer whether to shift left — the data on
detection-rate, MTTR, and audit-readiness is settled. The question is how quickly the program can be operationalized, and
what it will cost when an unscanned misconfiguration produces the next breach headline.

| About ArcScan

ArcScan is the laC and cloud security platform from ArcusForge LLC. Built for security and platform engineering teams who
need laC analysis, cloud-account scanning, framework-mapped findings, and remediation playbooks in one product — not
five.

* Web: arcusautomate.com

¢ Demo: arcusautomate.com/demo

¢ Sales: sales@arcusautomate.com

« Documentation: docs.arcusautomate.com

This white paper reflects the state of the laC security category as of 2026 and the engineering principles applied in the
ArcScan platform. Specific feature coverage varies by edition — see the product documentation for the authoritative list.
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